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1.#ifndef OPENSSL_NO_HEARTBEATS
2.int dtls1_process_heartbeat(SSL *s) //s FHSRHE ) 47 HS 1 =R 2 3 1 Lo R B 114 285 4
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4. unsigned char *p = &s->s3->rrec.data[0], *pl; /AU E ) SSL Lok ii5 SR A HEE E 4

5. unsigned short hbtype;

6. unsigned int payload;

7. unsigned int padding = 16;

8. hbtype = *p++; IS B AR 43 Sk A AL 2R

9. n2s(p, payload); IINFEEE p Fa M I R BUH AT 7 R, £\ AE & payload
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11. if (s->msg_callback)

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

s->msg_callback(0, s->version, TLS1_RT_HEARTBEAT, &s->s3->rrec.data[0],
s->s3->rrec.length, s, s->msg_callback_arg);
if (hbtype == TLS1_HB_REQUEST) ISR SSL LrkiF R

unsigned char *buffer, *bp;
intr;
*5Ee s A], ALHE message type. payload length. payload F1 padding™/
buffer = OPENSSL_malloc(1 + 2 + payload + padding); /%)t F1 17 vl 5 48 5E K /N N A7
bp = buffer;  /lbp J& R Vs il W73 BC D A A7 DX a4t
*pbp++ = TLS1_HB_RESPONSE; //llit{ response type
s2n(payload, bp); //s2n 14515 =k 1) Bk A i+ FEAR 5] 1)K FE B A2 AL = payload
memcpy(bp, pl, payload); 1IN pl b FFUE ) payload 4~715 2] bp
bp += payload;
RAND_pseudo_bytes(bp, padding); //fiHl37E (Random padding)
r = dtls1_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);// 1% 44
if (r >= 0 && s->msg_callback)
s->msg_callback(1, s->version, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding,
s, s->msg_callback_arg);
OPENSSL_free(buffer); RN A7
if (r<0)
returnr;

else if (hbtype == TLS1_HB_RESPONSE)  //#15 /& SSL ki 5 41,

unsigned int seq;
n2s(pl, seq);
if (payload == 18 && seq == s->tlsext_hb_seq)

dtls1_stop_timer(s);
s->tlsext_hb_seq++;
s->tlsext_hb_pending = 0;
}

return O;
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3
4.
5.
6
7
8

9.
10.
11.

typedef struct ssI3_record_st

int type; /* type of record */

unsigned int length; /* How many bytes available */

unsigned int off; /* read/write offset into 'buf' */

unsigned char *data; /* pointer to the record data */

unsigned char *input; /* where the decode bytes are */

unsigned char *comp; /* only used with decompression - malloc()ed */
unsigned long epoch; /* epoch number, needed by DTLS1 */

unsigned char seq_num[8]; /* sequence number, needed by DTLS1 */

} SSL3_RECORD;
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